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Message From the Inspector General

This semi. | report izes the work of the Office of the Inspector Genersl (Ol(r) from
October 1, 2005, through March 31, 2006. The audits, inspections, investigations, special revicws, and other
activities highlighted in this report illustrate our ongoing commitiment to pronote accountability, efficiency,
and effectiveness in the programs and operations of the Departntent of Justice (Department),
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Over the past 6 we to rate much of our cfforts on the Department’s top
management and performance ges, including terrorisny, the sharing of intelligence and law
enforcement information, and attempts to upgrade information technology (IT) systems. For example, during
this reporting period we examined the Federal Bureau of Investigation’s (FBI) development of its Sentinel
clectronic case inanagement system and the FBI's efforts to protect the nation’s seaports. We also assessed the
FBI's handling of a tnatter that involved a Portland, Oregon, lawyer whose fingerprints were misidentified

by the FBI as matching a fingerprint found on a bag of detonators connected with the March 2004 Madrid
train bombing. In addition, as part of our semiannual report to Congress pursuant to Section 1001 of the
USA PATRIOT Act (Patriot Act), we examined the FBI's process for reporting possible violations involving its
intelligence activities to the lntelligence Oversight Board.

hall.

‘We completed significant reviews of other Deparunent comp as well, including an ination of
the US. Attorueys’ Offices’ (USAO) use of intelligence research specialists to analyze and share terrorism-
related information and an audit of the Office of Community Oricnted Policing Services' (COPS) management
of a nmhampheunnne grant program. We also continued to investigate various allegations of criminal and

ative by Department employees and contractors.

During this reporting period, the OIG began a review required by Congress in the USA Patrivt Improvement
and Reauthorization Act of 2005. That legislation directs the OIG to review the FBI's use of ita suthorities
to issue National Security Letters and obtain orders under the Foreign Intelligence Surveillance Act (FISA) for
business records.

In addition, in January 2006 legislation was enacted that increases the statutory penalty for sexual
abuse of federal inmates by coru-cuo:ml staff and expands federal jurisdiction to sex abuse and contraband
cases involving federal i lin federal correctional facilities. The OIG has investigated many
allegations of sexual chuse of federal inmates and introduction of contraband into contract facilities, and we

belicve the increased penalties can belp deter this criminal conduct.

We appreciate the positive response we receive regarding our work from the Department and Congress. We
also appreciate their continued support as we strive to assist the Department in increasing the efliciency and
effectiveness of its operations.

Finally, | want to express my gratitude to the OIG staff who work diligently to fulfilt the OIG's critical
mission. They are dedicated public servants who deserve great credit for helping improve the work of the

Department and the federal governnent.
A4 Ee

Glenn A. Fine
Inspector General
April 28, 2006
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lack of an established Earned Value Management
process, 5) the FBI's ability to track and control
Sentinel’s costs, and @) the lack of complete
documentation required by ITIM.

The OIG made seven recommendations regarding
these concerns. ‘The FBI concurred with all of the
reconntendations.

The FBI's Handling of the Brandon
Mayfield Matter

The OIG issued a report on the FBI's conduct in
connection with the identification of a fingerprint
found on evidence from the March 200+ terrorisin
attack on commuter trains in Madrid, Spain, that
killed almost 200 people and injured more than
1,400. FBI fingerprint examiners erroneously
concluded thst the fingerprint found on a bag

of detonators belonged to Brandon Mayfield,

an attorney in Portland, Oregon. As a result

of the inisidentification, the FBI initiated an
investigation of Mayfield that resulted in his
arrest as a material witness. Maylield was
released 2 weeks later when the Spanish National
Police identified an Algerian national as the
source of the fingerprint on the bag. The FBI
Laboratory subsequently withdrew its fingerprint
identification of Mayficld.

During its review, the O1G's Oversight and
Review Division found several factors that caused
the FBU's fingerprint misidentification. The
unusual similarity between Mayfield's fingerprint
and the fingerprint found on the bag (referred

to as LFP 17) confused three experienced FBI
examiners and a court-appointed expert. However,
we also found that FBI examiners committed
errors in the examination procedure, and the
misidentification could have been prevented
through a more rigorous application of several
principles of latent fingerprint identification.

For example, the examiners placed excessive
reliance on extremely tiny details in the latent
fingerprint under circumstances that should have
indicated that these features were not a reliable
support for the identification. The exatniners

also overlooked or rationalized severa! important
differences in appearance between the latent print
and Mayfield's known fingerprint that should have
precluded thein from declaring an identification.
In addition, we determined that the FBI inissed an
opportunity to catch its error when the Spanish
National Police informed the FBI on April 13,
2004, that it had reached a “negative” conclusion
with respect to matching LFP 17 to Mayficld's
fingerprints.

Although the O!G deternined that religion played
no role in the FBI examiners’ initial conclusions,
we found that by the time the Spanish National
Police issued its “negative” conclusion, Laboratory
examiners had becotne aware of information about
Mayfield obtaizted in the course of the Portland
Division’s investigation, including the fact that he
had acted as an attorney for a convicted terrorist,
had contacts with suspected terrorists, and was
Muslim. We believe that these factors likely
contributed to the examiners' failure to sufficiently
recongider the identification after the Spanish
National Police raised legitimate questions about it.

We also found that certain facts in allidavits the
FBI submitted to the US. District Court for the
District of Oregon to obtain a material witness
warrant and search warrauts were misleading.
The offidavits contained several inaccuracies and
provided an ambiguous description of a inceting
between the FBI and the Spanish National Police
that led the Court to incorvectly believe that the
Spanish National Police agreed with the FBI's
identification of Maylield.

The OIG did not find evidence that the FB!

misused any of the provisions of the Patriot Act
in conducting its investigation of Mayfield.
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lHowever, the increased information shering
permitted by the Patriot Act amplified

the consequences of the FBI's fingerprint
misidentification.

We mnade a series of recomnmendations to help the
FBI address the Laboratory issucs raised by the
Mayfield case. The FBI Laboratory is planning to
adopt new prucedures that are consistent with a
majority of our recommendations.

The FBI'’s Efforts to Protect the
Nation’s Seaports

The protection of our nation’s seaports

and related maritime activities is a shared
responsibility among the US. Coast Guard,

U.S. Customs and Border Protection, and FBI.
The FBI, as the lead federal agency for preventing
and investigating terrorism, has an overarching
role in helping secure the nation’s scaports, The
FBI's responsibilities are part intelligence and
part law enforcement. including assessiug the
threat of maritime-based terrorismy; gathering,
analyzing, and sharing information on maritime
threats; and maintaining well-prepared tactical
capabilities to prevent or respond to iaritbine-
based terrorism.

During their review of the FBI's efforts to
prevent and respond to maritine terrorisin, the
OIG's Audit Division found that since the
September 11, 2001, terrorisin attacks the

FBI has taken steps to enhance its capability

to identify, prevent, and respond to terrorisin
attack at seaports. For example, the FBI has
created a centralized maritime security program
at I'BI Headquarters and, in addition to its
counterterrorism tactical teams, has placed
enhanced maritime SWAT teams in FB! field
offices. In addition, most of the FBI's 56 ficld
offices have Maritime Lisison Agents responsible

for coordinating with other federal agencies on
maritime security. However, we found that the FBI
does ot always assign these agents according

to the threat and risk of a terrorism attack on a
given seaport. For example, an 'B1 field office
with six aignificant seaports in its territory has
only one maritime liaison agent, while another
FBI field office with no strategic ports in its arca
has five maritime linison agents,

‘The OIG also identified several actions the

FBI should take to enhance seaport security,
including increasing coordination with other
agencies who share responsibility for maritime
security, assessing the threat and risk of maritime
terrorisin compared to other terrorism threats,
and improving the database that the FBI uses to
collect and manage data concerning the number
of suspicious incidents or terrorism threats
involving scaports.

The OIG review found that the FBI and the Coast
Guard have not yet resolved issucs regarding
their overlapping responsibilities, jurisdictions,
and capabilities to handle a maritime terrorism
incident. Because the FBI and the Coast Guard
share the responsibility for ensuring the safety

of U.S. seaports, the FBI needs to come to an
agreement with the Coast Guard on cach agency's
respective roles and authoritics.

We also found that the FBI has failed to conduct
a threat assessment that indicates where seaports
rank among the likely targets of terrorism. This
lack of assessment has hampered the FBUs ability
to compate the likelihood of various threats and
make informed decisions about resource allocation.
In addition, we found that the FBI database used
to collect information on terrorism threats and
suspicious incidents at seaports cannot be easily
seavched to identify trends in maritime-related
suspicious activities or threats. Morcover, the FBI
has not ensuved that FBI offices cnter all required
iuformation into this database.
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Top Management

Challenges

The OIG has created a list of top management
challenges in the Departinent annually since 1998,
initially in response to congressional requests but
in recent years as part of the Department’s annual
Performance and Accountability Report.

The OIG’s top challenges for this year, issued in
October 2005, are listed to the right. The chal-
lenges are not presented in order of priority — we
believe that all are critical mmanagement issucs
facing the Departiment. However, it is clear that
the top challenge facing the Departiment is its
ongoing response to the threat of terrorism.
Several other top challenges are closely related to
and impact directly on the Department’s counter-
terrorism efforts.

Eight of the challenges from last year’s list
remain and are long-standing, difficult challenges
that will uot be solved quickly or easily. However,
two challenges from last year’s list have been
replaced by two other challenges. We removed
“Human Capital” and “Forensic Laboratories” this
year and added two new challenges: “Departinent
and FBI Intelligence-Related Reorganizations™
and “Judicial Security.”

Top Management and Performance
Challenges in the Department of
Justice - 2005

1. Counterterrorism

2. Sharing of Law Enforcement and
Intelligence Information

8. Department and FBI Intelligence-Related
Reorganizations

4. Information Technology Sy Planni
and Implementation

Information Technology Security
Financial Management and Systems
Grant Management

Detention and Incarceration
Judicial Security

10. Supply and Demand for Drugs

© ® N

Detailed information about these management
challenges can be found at
wwwusdoj.gov/oig/challenges/index.htm.
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Congressional Testimony

On October 31, 2005, a director in the OIG's
Evaluation and Insp Division testified before
the House Comunittee on Government Reform,
Subcommittee on National Security, Emerging
Threats and International Relstions, at a field
hearing that examined the safeguarding of stored
explosives. The director discussed the O1G's review
of ATF's implementation of the Safe Explosives Act.

Legislation and

The IG Act directs the OlG to review proposed
legislation and regulations relating to the programs
and operations of the Department. Although the
Department’s Office of Legislative Affuirs reviews
all proposed or enacted legislation that could affect
the Department’s activities, the OIG independently
reviews proposed legislation that affects it and
legislation that relates to waste, fraud, or abuse in
the Department’s programs or operations.

During this reporting period, Congress supported
legislation in the Violence Aguinst IWomen and
Department of Justice Reauthorization Act of 2005
that included lations from an April 2005
OIG report entitled, “Deterring Staff Sexual
Abuse of Federal Inmates.” The legislation
increases the statutory penalties that apply to sexual
abuse of federal immates by correctional staff,

ds federal jurisdiction to cover sexual abuse of
federal fined in tedera! facilities, and
pands federal jurisdiction to cover introduction of

contraband in state, local, or contract facilities hous-
ing federal inmates. The OIG concluded in its report
that the federal law then in place was insufficient for
deterring sexual abuse at federal correctional tacili-
ties b only misd penalties applied to

On February 14, 2006, the Inapector General
testified before the House Committee on Governinent
Reform, Subcommittee on National Security,
Emerging Threats and International Relations, at

a hearing that examined existing procedures for
national security whistleblowers. The Inspector
General's testimony related to the O1G's role in
investigating whistleblower complaints at the FBI.

Regulations

sexual abuse or sexual contact of an inmate without
the use of force or overt threats. The report also
noted a deficiency in the federal law because it did
not apply to either stafl’ sexual abuse of inmates or
the introduction of cuntraband into correctional
facilities by stafl’ or inmates when those crimes
occurred in facilities under contract to the federal
government rather than in BOP facilities.

In addition, the OIG reviewed legislation un

pr d changes to the whistlebl regul

in 28 C.FR. Part 27, which govern the process
desxgned to protect F Bl employees fromn retaliation
for 1 The O1G also
reviewed a pro\nsnon in the Intelligence Authorization
et for Fiscul Year 2006 that would establish an
Inspector General for the intelligence community
and grant that Inspector General the “final decision”
regarding whether the O1G could undertake
particular investigations, audits, or inspections
involving certain FBI prograis or personuel,

Other lcg-islntion reviewed by the O1G during this
reporting period included the Fircal Year 2006
Department of Justice Appropriations Conference Report
and the USA Patriot Impr t and Reauthors:
Actof 2005
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